
Top 10 Trending Scams

Toll Scams
	• Scammers impersonate toll collection agencies and 
		 send text messages claiming recipients owe money 
		 for unpaid tolls

Romance Scams
	• Scammers build romantic relationships with victims 
		 to gain their trust, then manipulate them into sending 
		 money or providing personal information

Impersonation Scams
	• Scammers pretend to be a trusted individual or organization to deceive and defraud 	
		 victims. They often use calls, emails, texts, or social media messages that appear to 	
		 be from a legitimate entity

Tech Support Scams
	• Scammers trick users into granting remote access to their computers, allowing 	
		 scammers to steal data, access financial accounts, and potentially install malware

Check Washing Scams
	• Scammers steal and wash a check, often with common household chemicals, to	
		 remove the ink. They can then change the check amount and payee
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Sponsored Search Scams
	• Scammers use fake ads placed at the top of 
		 the search results that mimic legitimate bus-
		 inesses, tricking users into visiting malicious
		 websites designed to steal sensitive information
 	or install malware

Business Email Compromise Scams
	• Scammers impersonate trusted individuals or organizations via email to trick
		 employees into sending money or sensitive information

Cryptocurrency Investment Scams
	• Scammers trick individuals into investing in fake or deceptive crypto projects  		
		 or platforms, ultimately stealing their money

AI Scams
	• Scammers use AI to clone voices, generate fake videos and images, and 
		 create deceptive chatbots—	 tricking victims by impersonating trusted 
		 individuals or organizations

Fake Sweepstakes/Lottery Scams
	• Scammers trick individuals into giving up money or personal information by 		
		 falsely claiming they’ve won a prize
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